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Constellation Encryption
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(School of Information and Navigation, Air Force Engineering University, Xi’an, Shaanxi 710077, China)

Abstract: To further enhance the security of wireless communication, an extended weighted fractional Fourier trans-
form (EWFRFT) communication method using non-degenerate hyperchaos-driven three-dimensional constellation encryp-
tion is proposed. The method constructs a non-degenerate hyperchaos and utilizes its generated sequences to control the pa-
rameters of scaling and Rodrigues’ rotation. It generates randomized scaling matrices and Rodrigues’ rotation matrices, ap-
plying 3D constellation encryption through sequential scaling followed rotation to each constellation point. Then, the en-
crypted constellation points are combined into 1/Q signals for EWFRFT processing. Furthermore, the mathematical model
and cryptographic primitives for 3D constellation encryption are presented, which demonstrates its perfect confidentiality.
Each constellation point is controlled by 8 mutually factors for encryption, resulting in more randomized and unpredictable
transformed positions. Simulation results show that the proposed method not only disrupts the original structured constella-
tion distribution, improving the anti-interception capability of wireless signals, but also presents excellent randomness in
transmitted information, effectively resisting common attacks such as exhaustive attack and statistical attack.
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